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ABSTRACT 
 
 
 
The advent of check digit methods has aided the detection of errors while computing 
data into an information system. Prominent check digit methods such as Universal 
Product Code (UPC), International Standard Book Number (ISBN-10), Luhn and 
Verhoeff check digit methods are widely used in detecting errors. This research will 
focus on the current UPC method as it is used widely around the world. The current 
UPC Method does not effectively detect all types of errors. Thus, failure to detect errors 
can lead to undesired consequences like purchasing a wrong item or letting perpetrators 
to get away with their crimes. In this thesis, we examined the limitations of UPC check 
digit method and also proposed the idea of a double check digit method which produces 
two check digits. The proposed method is an enhancement of the current UPC modulus 
10 check digit method. Tests were conducted to compare the error detection capability 
of the proposed method with three other check digit methods. Thus, results have shown 
that the proposed method has an error detection accuracy of 95.75%. While the UPC, 
ISBN and Luhn have error detection accuracy 65%, 86.75% and 56.75% respectively. 
Hence, the proposed method is more efficient in error detection as compared to the UPC, 
ISBN and Luhn check digit methods.   
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ABSTRAK 
 
 
Kaedah check digit telah banyak membantu dalam pengesanan kesilapan semasa 
pengiraan data ke sistem maklumat. Antara kaedah check digit yang terkenal 
seperti Universal Product Code (UPC), International Standard Book Number (ISBN-
10), Luhn dan kaedah Verhoeff check digit digunakan secara luas dalam pengesahan 
kesilapan. Kajian ini memberi tumpuan kepada kaedah UPC kerana ia merupakan 
kaedah yang digunakan secara meluas di seluruh dunia. Kaedah UPC yang sedia ada 
tidak dapat mengesankan semua jenis kesilapan. Oleh itu, kegagalan untuk mengesan 
kesilapan boleh membawa kepada akibat yang tidak diingini seperti tersilap semasa 
membeli barang ataupun mengakibatkan jenayah dilakukan tanpa dikesani. Dalam tesis 
ini, kita menguji  kebolehan kaedah UPC check digitdan mencadangkan  kaedah double 
check digit yang akan menghasilkan dua check digit. Kaedah yang dicadangkan 
merupakan peningkatan daripada kaedah UPC check digit modulus 10 yang sedia ada. 
Pengujian dijalankan untuk membandingkan keupayaan pengesanan kesilapan oleh 
kaedah yang dicadangkan dengan tiga kaedah check digityang berbeza dan keputusan 
telah menunjukkan bahawa kaedah yang dicadangkan mempunyai ketepatan pengesanan 
kesilapan sebanyak 95.75%. manakala UPC, ISBN dan kaedah Luhn check digit 
mempunyai pengesanan ketepatan ralat masing-masing yang berangka 65%, 86.75% dan 
56.75%. Oleh itu, kaedah yang dicadangkan adalah lebih cekap dalam pengesanan 
kesilapan check digit berbanding dengan UPC, ISBN dan Luhn check digit methods. 
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CHAPTER 1 
 
 
 
INTRODUCTION 
 
 
 
1.1 Background 
 
The advent of modern electronic device has aided people to accomplish their task easily, 
in such situations documents are forged without difficulties using these devices.  As the 
integrity of documents is being threatened, unauthorized changes whether intentional or 
unintentional violate its integrity (Khan, Zaman & Asger, 2013). The continuous 
improvement in printer and scanner technology has aided fraudulent individuals to 
produce high quality fake documents. As a result, important documents such as 
academic transcript can easily be forged and proving its genuity requires tremendous 
time and evidence, as Albrecht (2013) outlined that investigation requires several 
activities such as initial discovery, interviews, search and legal prosecution. Chapter 
XVIII of the laws of Malaysia Penal Code Act 574 2006 describes the falsification of 
document as making a document with the intention of causing it to be believed that such 
document originated from a genuine and credible source (Malaysia, 2006).    
 Integrity is one of the most fundamental security properties (Khan et al., 2013).  
Integrity protection mechanisms can be grouped into two; prevention and detection 
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mechanism. Prevention mechanism prevents unauthorized individuals from modifying 
the document. Detection mechanism detects unauthorized modification when preventive 
mechanism has failed. Methods such as check digits, checksum, digital signatures and 
hash functions are detective mechanisms that can be used to detect unauthorized 
changes (Chen, Niemenmaa & Gligorosk, 2012; Damn, 2000). 
 Documents can be classified into electronic and paper document. Several work 
have been done in recent years to develop methods that identify changes made in 
electronic documents in the areas of watermaking (Nayem, 2012; Athina, 2012) and 
digital signatures (Calabrese, 2010; Katz, 2010; Kiltz, 2013). Athina (2012) pointed out 
that despite digital documents have much advantages over printed documents in terms 
of production, storage, transportation and searching, hence it is more susceptible to 
forgery attack. Recent work has also been done in the area of identification of printers 
used in fraudulent purposes (Chaing, 2008; Mace, 2010). However, Mace (2010) argues 
that perpetrators can use high quality paper which makes it harder to trace the source. 
 Check digit has been in use extensively around the world for a long time. The 
first notable check digit algorithm was developed by an IBM scientist Hans Peter Luhn 
and it is specified in ISO/IEC 7812-1(Luhn, 1960). Check digits algorithms are also 
used in International Bank Account Number (IBAN) in bank account number used in 
many countries, International Standard Book Number (ISBN) numbers of books and 
UPC found in groceries (Khalid, 1998; Kamaku, Mwathi & Kivunge, 2012; Siddharth, 
2012).  
Check digit methods can be grouped into weighted and non-weighted check digit 
method. Weighted check digit methods produce single check digits and thus, they 
dominate the development of the existing check digit methods. They are found in IBAN, 
ISBN and UPC. Non-weighted check digit methods include the once developed by 
Verhoeff (1969) and Damm it uses a method of dihedral group of order to detect errors. 
Research into double error check digits has not gained much publicity. The two 
methods developed by Chu (1981) and Sethi (1978) are ineffective as argued by Gumm 
(1985). Gumm (1985) mentions that the two methods are based on the presumption that 
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the first check digit is to identify errors and the second check digit is to identify omitted 
digits in a code word. Gumm (1985) also argued that it can be known that a digit is 
omitted by simply counting the number of digits. However, it can still be argued that an 
effective double check digit method can be designed to detect errors.  
 
1.2 Problem Statement  
 
Modern conventional check digit methods such as such as ISBN, UPC and IBAN 
impose weight on every digit position before addition or multiplication as seen in 
methods check digit methods. Gumm (1985) pointed out that single errors will be 
detected for any chosen sequence weight denoted as αi, but the particular choice of 
sequence of (α1, α2,…., αn) will determine the properties of the method in detecting 
transposition errors i.e. single, jump and jump twin errors.  This rule applies to all check 
digit methods that use weighing system. Verhoeff (1969) and Damn (2000),  methods on 
the other hand use complex permutations in generating check digits.  
 The ability of a check digit method to capture errors is determined by the 
combination and positioning of digits in the weight (Gumm, 1986). The incapacity of a 
check digit method to detect errors can lead to unwanted costs, for instance when the 
ISBN of a book is wrongly keyed in, it may result in the purchase of a different book, so 
also entering a wrong debit card may result in a debit from a wrong account number. 
Hence, this problem necessitates the design of check digit method with effective 
combination and positioning of digits in the weight. 
However, a cross examination of prominent check digits according to Siddarth 
(2012) indicates that the current UPC Modulus 10 check digit method does not detect 
transposition errors and some other types of errors. In this thesis, we proposed the 
concept of double check digit method. The method will be developed by modifying the 
currently existing UPC Modulus 10 check digit from single check digit to a double 
check digit method.  We propose a method of establishing a chain of interdependence 
relationship between digits in code and their weight. This would ensure that any digit 
transposition in code digits will be noticed when the check digit is computed. The 
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proposed method will be able to detect if not all but most of transposition errors. Thus 
the modified method can be used as an alternative check digit method for error 
detection. 
 
1.3 Objectives  
 
The objective of this thesis is to achieve the following goals: 
1. To propose a double check digit system for verification of UTHM student 
certificate.  
2. To develop a prototype based on the proposed method mentioned in (1).  
3. To validate the effectiveness of the algorithm on an online prototype system. 
4. To compare the proposed method with other existing check digit methods in 
detecting errors. 
 
1.4 Scope  
 
The domain of this research concentrates on the development of a double check digit 
method based on modulus 10 for verifying the integrity of UTHM certificates. 
 
1.5 Thesis Organization 
 
This thesis will discuss several phases involved in the design and development of the 
double check digit method. Below are the outlines of this thesis.  
Chapter 1 discusses the problem statement, objectives and scope of this research.  
Chapter 2 of this thesis is divided into two sections. The first section discusses 
mechanisms and tools used in protecting the integrity of a certificate. The second 
section discusses types of errors that occur, check digit methods and their mathematical 
concepts, error detection rates and various examples.  
Chapter 3 provides system framework and methodology of developing the double check 
digit. The online method of validation was also discussed in this Chapter. 
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Chapter 4 describes the development and implementation of the proposed method. An 
online interface prototype was also developed to illustrate the procedure for validation 
of student’s certificates.  
Chapter 5 presents a comparative analysis that was carried out by comparing the 
accuracy of the proposed method and accuracy of other three (3) check digit methods. 
An analysis of the strength and weakness of the results have been presented in this 
Chapter. 
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CHAPTER 2 
 
 
 
LITERATURE REVIEW 
 
 
 
2.1 Introduction  
 
This chapter describes related mathematical terms, principles and examples, overview of 
UTHM certificate and current existing check digit methods and evaluation criteria for 
check digit methods, which are relevant in the development of the new check digit 
method. 
 
2.2  Overview of Certificate Verification Methods 
 
This section discusses some of the tools and mechanisms used in preventing and 
detecting forged documents. Albrecht (2013) outlined that the increase in document 
forgery by fraudulent individuals has brought about a dire need to develop methods that 
protects the integrity of documents, both hardcopy and softcopy documents. This is 
achieved through developing prevention and detection tools and mechanisms that 
provide security to the information contained in a document. Some of the most 
prominent integrity mechanisms include Steganography; which is the art of encoding a 
information within another information, Watermarking, Digital signatures and printer 
and scanner identification tools. This literature review will only cover three areas; 
printer and scanner identification, water marking and digital signatures. 
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2.2.1 Printer and Scanner Identification 
 
Several works have been done in this area. Chiang (2008) discusses the concept of 
signal processing tools which prevents falsification of documents and allows the 
identification of the printers used in printing a particular document, thus this would 
provide information about the manufacturer, vendor and the person who purchased the 
printer. Hence, if the printer was used for malicious purposes, the perpetrator might face 
legal prosecutions. Chaing (2008) and Mace (2010) outlined that there are two basic 
strategies used in signal processing tools; passive and active strategy. The first strategy 
is used both in scanners and printers. It includes symbolizing a device by using some 
“intrinsic signatures” embedded in the scanned image of printed document. These 
features are unique to the particular device, model or manufacture. Modeling of the 
device is required to embed the signature, and also development of detection and 
decoding tool in order to detect and decode the signature in the scanned or printed 
document. The other strategy mentioned by Chaing (2008) and Mace (2010) is the 
active strategy. It includes embedding as “extrinsic signature” on a printed document. 
The printer based signature is then embedded on the document by the printer. Thus, like 
the intrinsic signature, the extrinsic signature also requires modeling of the device to 
embed the signature, and also development of detection and decoding tool to detect and 
decode the signature on printed document. The information on the embedded signature 
can further be used as evidence before the court of law.  
 
2.2.2 Digital Signatures 
 
Digital signature is an asymmetric cryptographic mechanism used for demonstrating the 
authenticity of a document. According to Preneel (1990), digital signature was 
introduced by W. Diffie and M.E. Hellman in the mid-seventies. They are used to sign 
intellectual properties such as financial transactions in banks and also software 
distribution purposes. Hence, they are forgery prevention mechanisms. They are also 
referred to as “non-repudiation” mechanisms. Once a signature has been stamped on a 
certificate, the owner of the certificate cannot deny signing the certificate, because only 
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the owner has knowledge of the private key used in the signature. Thus, the public key 
is used to decrypt the digital signature to verify the authenticity of the certificate.  
 
2.2.3 Watermarking  
 
Watermarking is another mechanism used in protecting the integrity intellectual 
property rights of digital media such as text, audio, video and images. Bamatraf (2010) 
describes watermarking as the process of hiding or embedding an imperceptible signal 
or signature into a given document. The imperceptible signature is called watermark. A 
water mark can be visible or invisible. Bamatraf (2010) argues that the watermark 
embedded into a document needs to be robust enough to withstand alterations caused by 
fraudulent individuals or malevolent attacks. Like most integrity protecting mechanism, 
a watermarking algorithm is made up of two main basic algorithms; the embedding and 
an extraction algorithm. The embedding algorithm embeds the signature on the 
document while the detection algorithm detects the signature and decodes its content.  
 
2.3 Overview of Check Digit Methods 
 
Current check digit methods can be grouped into weight and weightless check digit 
method. This research focuses on weighted check digits method because they are less 
complicated to handle. Single error check digits mostly dominate the development of the 
existing check digit methods. Khaled (1998) mentions errors that occur in machine 
communication are caused by human operations. For instance, in the process of keying-
in codes into a database manually to store or retrieve information, while doing so errors 
do often occur and this may lead to many unwanted outcomes. A practical example is 
when a wrong UPC code is entered; this may result in purchase of an undesired product. 
Hence, it is important that these errors are detected and users are notified. Therefore it is 
for this significant reason led to the design of error detection methods; check digit 
methods. These check digit methods are designed to detect the most common errors 
which occur while data is keyed in. Some prominent check digit methods will be 
discussed the in later section of this chapter.  
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2.4 Overview of   Common Errors 
 
Errors in machine communication are caused by human operation as Abdel-Ghaffar 
(1998) has outlined. These errors could be intentional and unintentional. Study has 
shown that there are 5 prominent types of errors (Gallian, 1996; Abdel-Ghaffar, 1998; 
Siddarth, 2012). This section discusses the types of errors and their examples. 
 
2.4.1 Single Digit Error  
 
This error occurs when only a single digit in the whole string of numbers or alphabets is 
typed wrongly.  
Example 2.1   
123456 are typed as 124356. Here the digit 4 is typed as 3.  
 
2.4.2 Single Transposition Error  
 
This type of error occurs when the n
th
 and the (n + 1 )
th 
digits are replaced by the  
(n + 1)
th
 and the nth respectively.  
Example 2.2   
123456 typed as 126453. Here the digits 3 and 6 are transposed. 
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2.4.3 Twin Error  
 
This type of error occurs when two consecutive identical digits are incorrectly typed as 
two other identical digits.  
 
Example 2.3   
124456 typed as 129956. Here the digits 44 are incorrectly typed as 99.  
 
2.4.4 Jump Transposition Error 
 
This type of error occurs when the n
th
 and the (n + 2)
th
 digits are replaced by the (n + 
2)
th
 and the n
th
 respectively.  
Example 2.4   
123456 typed as 123654. Here the digits 4 and 6 are jump transposed. 
 
2.4.5 Jump Twin Error  
 
This type of error occurs when the n
th
 and (n + 2)
th
 digits are identical and are mistyped 
as two other identical digits.  
Example 2.5   
123454 mistyped as 123858. As 454 is jumped transposed to be 858.  
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2.4.6  Phonetic Error  
 
A typical example of phonetic error is when 13000 (thirteen thousand) is heard as 30000 
(thirty thousand). It can also be noted that more than one type or error can occur at a 
time. Table 2.1 below gives a summary of a large experiment carried out on types of 
errors and their pattern and the frequency of their occurrences. The next subsection will 
discuss on the current most prominent error detection methods.  
 
Table 2.1 Error pattern, form and frequency of occurrence (Gallian, 1996; Damm, 
2000).    
Error type  Form  Relative frequency 
Single error a  b 79.1% 
Single transposition error ab ba 10.2% 
Jump transposition abc  cba 0.8% 
Twin error aa  bb 0.5% 
Phonetic error a0  1a 0.5% 
 a= 2,…. , 9  
Jump twin error aca  bcb  0.3% 
 
2.5 Overview of Error Detection Methods  
 
Error detection methods have two basic components; the part that assigns and append 
check digit to the code and the checking part to ensure if a particular code is correct 
(Gallian, 1996). 
This section will discusses four popular error detection methods which are; UPC 
method, ISBN Modulus11 method, the Verhoeff scheme. All of these methods append a 
single check digit at the end of the code. The check digit is different for each of the four 
methods mentioned above as different algorithms are used in computing them. 
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2.5.1 The UPC Modulus 10 Method  
 
The modulus 10 method is used to detect errors in UPC (Gallian, 1996; Siddarth, 2012). 
The method uses with its modulus as 10. It is a numeric code consisting of thirteen 
digits of which the first twelve digits represent the product code. The first digit identifies 
a broad category of product type, the next five digits identify the manufacturer, the next 
five the product, and the last is the check digit. Figure 2.1 below illustrates an abstract 
view of UPC check digit method.  
 
  
 
 
 
 
Figure 2.1 Abstract view of UPC modulus 10 method 
 
In the above illustration, the check digit for UPC is produced. The first code digit M1 is 
multiplied with the weight W1, the result is denoted as (M1*W1). This produces the 
first intermediate result “U1”. The second digit code M2 is also multiplied with its 
weight W2, the result is denoted as (M2*W2). This produces the second intermediate 
result “U2”. This process is continued until the 12th code digit “U12” i.e (M12*W12). 
The intermediate results (U1, U2, U3… U12) are summed up. The summed up result is 
modulu with 10 (ten), and then 10 (ten) is subtracted from the result. This would 
produce the first check digit. It is denoted as (∑U % 10) - 10 = CD.  
 
     (U1       +       U2          +           U3   +, ----------------, +U8            +         U9          +          U10           +           U11           +          U12)  
(((∑U) % 10) - 10) = CD  
M12*W12 M11*W11 M10*W10 M9*W9 M8*W8 M3*W4 M2*W2 M1*W1 
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Definition 2.1   
The check digit α 13 for the UPC number α 1, α 2… α 12 is chosen to satisfy the 
condition. Where Weight W1, W2, W3…. W12 is denoted by weighing factor (3, 1, 3, 
1, 3, 1, 3, 1, 3, 1, 3, 1).   
                                       
                                    ∑                                                                                               
    
   
 
Verification Formula:                               
Example 2.4 
 Say 888307882572 is the UPC of a product. Let’s compute the check digit.   
 3*8+8+3*8+3+3*0+7+3*8+8+3*2+5+3*7+2 
 24+8+24+3+7+24+8+6+5+21+2= 132 and 132+8 ≡ 0 (mod 10), 
 Therefore 8 is the check digit. 
 
2.5.2  Modulus 11 Method (ISBN) 
 
In the late 1960’s according to Kamaku et al. (2012), book publishers realized that they 
needed a uniform way to identify the entire different books that were being published 
throughout the world. In 1966, Gordon Foster, W.H. Smith and others designed the 
International Standard Book Number system (ISBN) which was later published by the 
international organization for standardization 1970 as ISO 2108. Every book, including 
new editions of older books was to be given a special number called ISBN, which was 
not given to any other book (Kamaku et al., 2012). An ISBN is broken into groups from 
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left to right which are the prefix element, registration group element, publication 
element and the check digit. It is defined as the following. 
 
Definition 2.2   
The check digit α10 for the ISBN number α n α n-1… α 2, where α 2 is the last digit. 
Where Weight W1, W2, W3…. W9 is denoted by weighing factor (10, 9, 8, 7, 6, 5, 4, 3, 
2).  
                                     
                                    ∑                                                                                               
   
   
 
Verification Formula:                              
Example 2.5 
Say 0198538030 is an ISBN of a book and 8 is the check digit. Let’s compute 
the check digit.   
 1*0+1*2+3*9+4*8+5*5+6*3+7*8+8*0+9*3+10*0 ≡ 0 (mod 11) 
 2+27+32+25+18+56+27= 187+0 ≡ 0 (mod 11). Therefore 0 is the check digit 
 
2.5.3 Luhn 10 Method 
 
This method is used by IBM scientist Peter Luhn (Gallian, 1996). It had no 
weighing. It is defined as the following. 
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Definition 2.3  
The check digit α 7 for the IBM number is; 
α1, α 2… α 7, where α8 is the last digit      (2.3) 
Example 2.6 
For a number such as 123-4567  
(α  7+ α 6+ α 5+ α 4+ α 3+ α 2) ≡ 0 (mod 10) 
1+2+3+4+5+6+7 ≡ 0 (mod 10) 
Therefore 2 is the check digit 
 
2.5.4 Analysis  
 
UPC method detects all the single transcription errors. Siddarth (2012) mentions that 
this method detects 88.89% of all single transposition errors, 88.89% of all twin errors 
and jump twin errors besides all phonetic errors. However, it does not detect jump 
transposition errors. Therefore, this method can detect 89.37% of all errors. On the other 
hand, Siddarth (2012) also points out that the modulus 11 method detects all 
transcription errors (single digit), single and jump transposition errors. It also detects all 
jump twin errors. Thus, 91.3% of all the errors are detected for the 10 digit ISBN code. 
Table 2.2 below gives a summary of the success rates of three modern conventional 
check digit methods.  
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Table 2.2 Check digit methods and their success rates (Gallian, 1996; Khaled, 
1998; Siddarth, 2012).  
Errors Modulus 11 Method Luhn 10 UPC Method 
Single error 100% 100% 100% 
Single transposition 88.9% 0% 100% 
Jump transposition 100% 0% 0% 
Twin error 88.9% 88.9% 88.89% 
Phonetic error 90% 90% 100% 
Jump twin 100% 100% 88.9% 
Total accuracy 91% 63.15% 79.67% 
 
From the table above, it can concluded that the Modulus 11 is the most effective check 
digit coding scheme as it detects all single error and single transposition which are the 
most common types of errors. Luhn 10 check digit method is the least effective as it 
does not detect single and jump transposition error. In this thesis, we propose a new 
method to improve the effectiveness of Modulus 10 method in jump transposition errors.  
 
2.6  Summary  
 
This chapter is categorized into three sections. The first section briefly discusses three 
mechanisms and tools used in protecting the integrity of a document. These mechanisms 
and tools include printer and scanner identification, watermarking and digital signatures. 
The second section discusses prominent check digit methods and common errors that 
are relevant to our research. The last section of this chapter gives an analysis of the error 
detection rate of the check digit methods that were discussed in the previous sections. 
The design methodology and proposed system framework will be discussed in the next 
chapter.  
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CHAPTER 3 
 
 
 
DOUBLE CHECK DIGIT 
 
 
 
3.1 Introduction 
 
This chapter discusses the design of the double check digit algorithm to secure the 
integrity of UTHM certificate. The algorithm will compute the student matric number 
and the last four digits of the passport number to produce the double check digit. A 
detailed explanation of the system framework of the check digit system will be 
explained. The procedure for computing and verification of the double check digit along 
with detailed designs will be explained in later section of this chapter.  
 
3.2 System Framework 
 
The system framework is discussed in this section of the thesis. The framework is 
divided into two categories; firstly, creating the double check digit and appending it on 
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the student certificate and secondly, the check digit verification online system. A more 
detailed elaboration will be provided in the next subsection. 
 
3.2.1 Double Check Digit & Certificate Generation 
 
As mentioned in the earlier section, this section discusses the procedure of computing 
the double check digit and generation of the student certificate. Figure 3.1 below gives 
an illustration of the first category of the system framework.  
 
 
 
 
 
 
 
Figure 3.1 Double Check Digit & Certificate Generation 
The above figure illustrates how the double check digit is generated. The student matric 
number and last four (4) digits of the passport number are computed to produce the 
double check. The last four digits of the identification card number will be used in cases 
where student does not possess a passport. The double check digit will be appended to 
the matric number and then printed on the student certificate. This is done at the Center 
for Postgraduate Studies (Master and PhD) and Center for Undergraduate Studies.  
 
 
Compute Double Check Digit 
from Matric no & Passport no 
Append Double Check 
Digit Matric no 
Generation of Student 
Certificate   
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3.2.2  Detailed Design of Verification Procedure  
 
The user category on the other hand, is the process of verifying the genuity of the 
certificate. This process involves keying in the user details into the online system for 
verification. However, the student needs to first login into their SMAP Online account. 
The verification page would be found on the SMAP Online website. A detail description 
of the process flow is illustrated in the flowchart in figure 3.2 below.  
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3.2 Verification procedure  
The process will begins by requesting enter their user login ID and password into 
system. Upon a successful login, users will be requested to key-in their detail for 
verification. The system would compare the keyed in details with the information in the 
CLEAR FIELDS CORRECT 
DETAILS?  
START 
REGISTER 
VALIDATE USER 
DETAILS  
LOGIN  FIRST TIME 
LOGIN? 
          END 
GENERATE 
AUTHENTICITY 
CERTIFICATE  
YES NO 
NO 
YES 
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database for a cross match. The result of the verification procedure will be displaced by 
the system. The system would generate a message which will be displayed on the user 
screen. Thus if there is a positive match, the message will indicate that the certificate is 
genuine. However, the system will show that the certificate is not genuine upon a 
negative match. 
 
3.3 The Design of Double Check Digit System    
 
This section discusses the design of the double check digit system for check digit 
computing and check digit verification.  
 
3.3.1 Design of Double Check digit  
 
The algorithm as mentioned in the earlier chapters is a modification of UPC modulus 10 
check digit method. While the UPC method is a single check digit method, however the 
modified method is a double check digit method i.e. when a code is computed using the 
modified check digit, two check digits are produced which distinguishes it with the 
latter that produces only one check digit. The diagrammatic view of the current UPC 
method has been illustrated in Section 2.4.1 of Chapter 2.  
 
3.3.1.1     Computing First Check Digit 
 
In computing the 1
st
 check digit, the first code digit M1 is multiplied with weight W1, 
the result is denoted as (M1*W1). The result is then XOR with (P4*W12) to produce 
the first intermediate result “X1”. The second digit code M2 is also multiplied with its 
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weight W2, the result is denoted as (M2*W2). To produce the second intermediate 
result “X2”, the result is then XOR with (M1*W1) i.e. (M1*W1) ⊕ (M2*W2). This 
process is continued until the 12
th
 code digit “X12” i.e (P3*W11) ⊕ (P4*W12). The 
intermediate results (X1, X2, X3… X12) are summed up and modulu with 10 (ten), and 
then 10 (ten) is subtracted from the result. This would produce the first check digit. It is 
denoted as (∑X % 10) - 10 = CD 1. Hence interdependence is created between code 
digits. Figure 3.3 below represents a diagrammatical representation of the method 
described above.  
 
 
 
 
 
 
 
Figure 3.3 Diagrammatical Representation of 1
st
 Check Digit Method 
Below are the legends for the above diagram  
 
 
 
 
 
 
   (X1       +       X2          +           X3   +, -----------------, +X8        +         X9        +          X10      +        X11       +        X12)  
(((∑X) % 10) - 10) = CD 1 
P4*W12 
⊕ 
P3*W11 
⊕ ⊕ 
P2*W10 
⊕ 
P1*W9 
⊕ 
M8*W8 
P
4
*
W
1
2
 
⊕ 
M3*W4 
⊕ 
M2*W2 
⊕ 
M1*W1 
Legends:  
+   : Addition             W1-12 :  Weight                       T1-12  :  Intermediate result 
*   : Multiplication     M1-8  :  Matric no.                     P1-4     : Passport no. 
⊕ : XOR                    X1-12   : Intermediate result 
CD1  : 1
st
 Check Digit             CD2  : 2
nd
 Check Digit 
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3.3.1.1.1       Mathematical Terminology for First Check Digit  
 
The double check digit is denoted by the following mathematical formula: 
The equation below represents a mathematical method for computing the 1
st
 check digit. 
                                   ⊕         (        ⊕        )  
 (       ⊕        )   (        ⊕         )  
The above formula can be further deducted into the equation below: 
      (        ⊕        )   ∑        ⊕   [   ]   [   ]  
   
   
                             ∑      [   ] ⊕   [   ]   [   ]  
   
   
                               (3.3) 
Verification Formula:                     
 
3.3.1.2     Computing Second Check Digit 
 
The method of computing the 2
nd
 check digit is different from the 1
st
 method. In 
computing the 2
nd
 check digit, the same code word and weight used in the 1
st
 method 
will be used here. 1 (one) is added to the first weight W1, and the sum is XOR with M1. 
This produces the first intermediate result for this method “T1”. The result is denoted as 
M1⊕ (W1+1). 2 (two) is added to the second weight W2, and the sum is XOR with M3 
to produce the second intermediate result “T2”.  The result is denoted as M2⊕ (W2+2). 
The same procedure is continued until the 12
th
 code digit “T12” i.e M12⊕ (W12+12). 
The intermediate results (T1, T2, T3… T12) are summed up. The summed up result is 
modulu with 10 (ten), and then10 (ten) is subtracted from the result. This would produce 
the first check digit. It is denoted as (∑T % 10) - 10 = CD 2. However, interdependence 
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between codes is not created is it was done in the first method. Figure 3.4 below 
represents a diagrammatical representation of the method described above.  
 
 
 
 
    
 
 
Figure 3.4 Diagrammatical Representation of 2
nd
 Check Digit Method 
Below are the legends for the above diagram  
 
 
 
 
 
3.3.1.2.1       Mathematical Terminology for Second Check Digit  
 
The equation below represents a mathematical method for computing the 2
nd
 check 
digit.   
                                     ⊕              ⊕         
                                           ⊕              ⊕             
M1 
W1+1 
⊕ 
W10+10 
⊕ 
W8+8 
⊕ 
W3+3 
⊕ ⊕ 
W9+9 
⊕ 
W2+2 
⊕ 
W12+12 
⊕ 
(T1            +         T2           +           T3  +,-----------------------, +T8          +          T9            +           T10          +          T11         +         T12)    
 (((∑T) % 10) - 10) = CD 1 
P2 M8 M3 P3 P1 M2 P4 
W11+11 
Legends:  
+   : Addition             W1-12 :  Weight                       T1-12  :  Intermediate result 
*   : Multiplication     M1-8  :  Matric no.                     P1-4     : Passport no. 
⊕ : XOR                    X1-12   : Intermediate result 
CD1  : 1
st
 Check Digit             CD2  : 2
nd
 Check Digit 
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 The above formula can be further simplified into the equation below: 
       ∑  (   ⊕        )    
   
   
∑  (   ⊕   [   ]     )  
   
   
      (3.4) 
Verification Formula:                    
 
The above table illustrates a break-down of the mathematical formula above 
Table 3.1 Double Check Digit Mathematical Formula 
 
Double check digit =CD1||CD2. The two check digits are concatenated. 
 
3.3.1.3   Character Conversion  
 
UTHM student matric numbers consist of alphabets and numbers (alphanumeric). Thus, 
need for a character conversion scheme to convert the alphabets into decimal numbers 
before computing the matric number to produce the check digit. The system will be 
design to accept only uppercase letter. However if lower case letters are entered, the 
system will convert it into uppercase and then into decimal.  
1
st
 check digit  2
nd
 check digit 
R1 = [P4*W12] ⊕ [M1*W1] T1 = M1 ⊕ [W1+1] 
R2 =  [M1*W1] ⊕ [M2*W2] T2 = M2 ⊕ [W2+2] 
R3 = [M2*W2] ⊕ [M3*W3] 
 
T3 = M3 ⊕ [W3+3) 
R4 = [M3*W3] ⊕ [M4*W4] T4 = M4 ⊕ [W4+4] 
R5 = [M4*W4] ⊕ [[M5*W5] T5 = M5 ⊕ [W5+5] 
R6 = [M5*W5] ⊕ [M6*W6] T6 = M6 ⊕ [W6+6] 
R7 = [M6*W6] ⊕ [M7*W7] T7 = M7 ⊕ [W7+7] 
R8 = [M7*W7] ⊕ [M8*W8] T8 = M8 ⊕ [W8+8] 
R9 = [M8*W8] ⊕ [P1*W9] T9 = P1 ⊕ [W9+9] 
R10 = [P1*W9] ⊕ [P2*W10] T10 = P2 ⊕ [W10+10] 
R11 = [P2*W10] ⊕ [P3*W11] T11 = P3 ⊕ [W11+11] 
R12 = [P3*W11] ⊕ [P4*W12] T12 = P4 ⊕ [W12+12] 
 (10 - (∑R  mod 10)  = CD1 
 
(10-(∑T  mod 10) = CD2 
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